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Haller

Pfednaska: BEC podvody Pfechazime do Azure Active
Directory

Business email compromise, je spolu s

ransomware, nejcastéjsi typ Chci posilit miru zabezpeceni naseho
kybernetického podvodu ciliciho na firmy a  prostfedi a myslim, Zze AAD nam s tim
organizace. muze pomoc z nasledujicich davodu.

Martin Haller Martin Haller

Martin { Nové ¢clanky O mné Spoluprace Kontakt IT ¢lanky do e-mailu  Ransomware pomoc

Nase postfehy z auditt
bezpecnosti ve firmach

Seznam Casto se opakujicich zakladnich
chyb, se kterymi jsme se pri auditech
setkavali.

Martin Haller
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Proc je obnova po ransomware utrpeni
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» Utoky zaéinaji az dlouhou dobu po
kompromitaci

» Incident response zalozeny na pocitech

» Svét z médii vypada jinak, nez jak jej
vidime my

Trendy co
pozorujeme
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Utoky zaéinaji az dlouhou dobu po kompromitaci

» Jak dlouho po prvotni kompromitaci?
» Jak se o tom firmy dozvi?
» Jak to utocnici délaji?

» Jak je mozné zustat tak dlouho neodhaleny?

; Sy oe Command & Actions on

PRE-ATT&CK ATT&CK

Zdroj: https://www.axians.cz/cs/novinky/jak-probiha-kyberneticky-utok/
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https://www.axians.cz/cs/novinky/jak-probiha-kyberneticky-utok/

Utoky zaéinaji az dlouhou dobu po kompromitaci

» Na zacatku jsou prihlasovaci udaje.
» Odkud se vezmou?

» Jak se vyuziji?
nnnnnnnnnnnnn = a} W W & o) $0.00
RDP, VPN, RMM, TeamViewer, Microsoft 365, ®

NAS

Stealer Country Links Outiook  Info  Struct

@A gWImNA
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a
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»

Zdroj: https://securityboulevard.com/2023/01/threat-spotlight-top-illicit-sources-to-monitor-in-2023/

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti


https://securityboulevard.com/2023/01/threat-spotlight-top-illicit-sources-to-monitor-in-2023/

Incident response zalozeny na pocitech

» ProcC je obnova po ransomware utrpeni

» Cistd instalace, nebo vycisténi soucasné instalace?
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https://www.youtube.com/watch?v=svdbILvxp_Q&

Potential Actions

Reset all user account passwords twice (thanks gtazwake)

» Reset all administrator passwords

* Reset all service accounts passwords

Reset (twice - but bear in mind the issues with replication so theres specific guidance an this) the KRETGT
password

Reset all computer account passwords

Check the value of the computer account password change value

s By default, it is 30 days, threat actors can change this to give themselves access using machine hashes for

a longer duration. https://docs.microsoft.com/en-us/windows/security/threat-protection/security-
policy-settings/domain-member-maximum-machine-account-password-age

Reset all LAPS Passwords

Reset permissions on AdminSDHolders object

Revoke and re-issue all certificates from ADCS

Check for malicious scheduled tasks (thanks @SchizoDuckie)

Check for malicious WMI event filters

Check for malicious autoruns or other registry-based persistence mechanisms

Check for utilman style backdoors

Check for malicious printers/printer drivers (thanks @SchizeDuckie)

Review Active Directory Delegated access permissions (thank https./#twittercom/@indachtig)

Rotate ADFS token signing and token decryption certificates (thanks @4n6Bexaminer)

Check Service Control Manager (SCM) security descriptors (https://docs.microsoft.com./en-

us/windows/win32/services/service-security-and-access-rights) (thanks @EricaZeli)

Check for object changes around initial access/event timescales (thanks @lISResetMe}

Zdroj: https://www.pwndefend.com/2021/09/15/post-

s ‘alidate group memberships against known baselines (replication metadata, backup, AD reporting

tools/reports etc.) (thanks @llISResetMe)
s Harden Active Directory (look at pingcastle and MITRE) (thanks @MarkSewe)
s Review logon scripts in GPOS and SYSWOL (thanks @CisoDiagonal and A-HAX!)
s Rotate Group Managed Service Accounts (GMSA) (thanks @infosecspy)
» Rotate LAPS credentials
* Review Azure AD/AD Connect (thanks @infosecspy)
* Harden Endpoints
o Update AV
+ Deploy EDR
* Deploy SYSMON
s DNS Zone Integrity (Public and Private) (thanks to @jermuv)
s Rote domain trust keys (thanks @DebugPrivilege)
s Review potential RECD Bakdoaors (thanks @DebugPrivilege)
s Review msDsConsistencyGuid attribute of compromised accounts (thanks @DebugPrivilege)
s Check Exchange (zasy right?)
* Review accounts for "Key Trust Account Mapping' takeover and reset if required (thanks @nodauf)
s https./#postsspecterops.io/shadow-credentials-abusing-key-trust-account-mapping-for-takeover-
8eelanistbab
* Review Active Directory Domains and Trusts (thanks @dragon19g9421)
+ Deploy new Domain Controllers (keep existing forest/domain metadata)

s ClearVS5/Backups/Snapshots that are likely to be classed as unsafe (thanks to @Digitalbytes)

There's also a great bleg by Huy here with practical steps to take with LockBit 2.0 as an example:

Practical Guidance for IT Admins to respond after Ransomware attacks | Microsoft 365 Security

(m36sinternals.com)

compromise-active-directory-checklist



https://www.pwndefend.com/2021/09/15/post-compromise-active-directory-checklist/

Incident response zalozeny na pocitech

» ProcC je obnova po ransomware utrpeni

» Cistd instalace, nebo vycisténi soucasné instalace?
» Domnéenky jsou zbyteCné, kdyz se to da oVveérit.

» Kdyz se utocnici vraci

» Méjte komu zavolat

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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https://www.youtube.com/watch?v=svdbILvxp_Q&

- y & o0 y 00
Svet z meédil vypada jinak
Valka na Ukrajiné a strach ze statnich akteru
» Zbrané hromadného niceni: NotPetya
» Omezeni v lidskych zdrojich
» Rozdilné zajmy

» Pro bézné subjekty: financné motivovana zlocinnost (ransomware a BEC)

1A
|Prednaska: —~
BEC podvo‘dy

<Y

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésicl v kybernetické bezpecnosti

12



Svét z médii vypada jinak
Co sledovat?
»https://martinhaller.cz/wp-content/uploads/2023/06/feedly-security.opmil

»https://www.bleepingcomputer.com/
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https://www.bleepingcomputer.com/
https://www.bleepingcomputer.com/

» Komplexita, nepritel bezpecnosti
» Cekani na dokonalé Feseni

D I ou hod o bl’ » PFehlizeni celkovych nakladu
nepratelé
bezpecnosti
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Komplexita, nepritel bezpecnosti

» Co vSse mame Vv siti?

» Sledovat release notes

» Provadét aktualizace

» Udrzovat konfiguraci

» Zaucovani novych spravcu
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Komplexita, nepritel bezpecnosti

Priklady:

» Firewall (viditelnost na DC)
» Zalohovaci SW

» Active Directory

» Azure Active Directory

» Tier-0 systémy

Backup servery, DCs, Hyper-V/VMware, iDrac, AV/EDR, Azure AD Connect, AD FS, RMM tools,
Password managers
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Cekani na dokonalé rFeseni

»..ale..

» VSe je zpravidla lepsi nez soucasny stav
» Kam jsme se za rok posunuli?

» Je potreba zacit kracek po kracku

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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PFehlizeni celkovych nakladu

» PécCe o firemni prostredky jako o rodinny rozpocet.
» Neuvédomovani si ndkladu casu AUK(O [ T SPY—

= Vyberte si kategorii Zhavé aukce Populrni nabidky 0d 1KE Konéici aukce Nejlepsi prodejci (2]

LCD monitor HP L2245w Monitor 22" Ghlopfi¢kou ...

Doprava Platba Prodejce @

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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Jak si
prioritizovat
praci
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Jak si prioritizovat praci

» Fronta prace je dlouha

» Kazdé opatreni ma své prinosy a naklady

» Naklady = jednorazové (implementace) + pravidelné (udrzba)
» Naklady = ¢as, penize, omezeni/ restrikce

» Cas je to co nam vétdinou chybi

» Byznys plany Casto prehlizi naklady na IT praci (i HW)

» Co kdyz existuji opatreni co maji zaporné naklady??

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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Jak si prioritizovat praci

» Zjednoduseni (méné serverd, sluzeb, centralni sprava)
» Delegovani (Exchange Online, cloud backup, AWS/Azure)
» Revolucni technologie: biometrické ovérovani

= | ﬂm | :...?ﬁ (

patek 3. Unora

T-MOBILE
MERGENCY CALL

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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Jak si prioritizovat praci

The Phoenix Project:

A Novel about It, Devops, and Helping Your Business Win

“Every person involved in a failed IT project should be forced to read
this book.” - TIM O'REILLY, Founder & CEO of O'Reilly Media “The
Phoenix Project is a must read for business and IT executives who
are struggling with the growing complexity of IT.” - JIM
WHITEHURST, President and CEO, Red Hat, Inc.

Gene Kim, Kevin Behr,
and George Spafford

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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https://knihy.heureka.cz/the-phoenix-project-a-novel-about-it-devops-and-helping-your-business-wi

» ldentity providers (Azure Active
Directory)

» FIDO2 / PassKeys

Technologie
budoucnosti

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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Identity providers

» Nic nového pod sluncem: —— SR
MojelD, Facebook, Apple ID, Google, €5 6L ¢ feinon _o6m
Microsoft, Active Directory, AD FS Linked T} : —— | |

» Azure Active Directory

Vitejte ve sve profesni
komunite

» Jedna metoda ovérovani
» Logy na jednom misté |

» Conditional Access

» Jednoduchy onboarding / offboarding

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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FIDO2 / PassKeys

Microsoft Entra admin center

Favorites

Azure Active Directory

Overview

Users

Groups

Devices

Applications

Roles & admins

Billing

Settings

L search resources, services, and docs (G+/)

Home ond s

© Conditional Access | Authentication s

Azure Active Directory

O Overview (Preview)
= policies
@ insights and reporting

# Diagnose and solve problems

Manage
“* Mamed locations
2} Custom controls (Preview)
Terms of use
VPN connectivity

Authentication context

U Authentication strengths | \

Protect & secure

Conditional Access

Identity Protection

Security Center

Identity Secure Score

Multifactor authentication

Authentication methods
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#= Classic policies
Monitaring

3 sign-in logs

W Auditlogs
Troubleshooting + Support

New support reguest

Mew authentication strer

Authentication strengths dete
Learn mare [

Type: All Authenticatio

Authentication strength
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FIDO2

» Phishing-resistant MFA?
» Snadnost pouzivani

N a el

» Nejvyssi mira zabezpeceni

Nevyhody:

» Platformni podpora
» Potreba vice Kklicd

» Kapacitni omezeni

Zdroj: https://www.kensington.com/
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https://www.kensington.com/software/verimark-setup/verimark-guard-setup-guide/

& - C @& webauthnio e v & ®» |0 v‘x"f i

Vytvoite na telefonu nebo tabletu piistupovy klic

Naskenujte tento QR kéd fotoaparatem zarizeni, ve kterém chcete
y vytvorit piistupovy klic pro webauthn.io
o 3

» Budoucnost hesel

» Snadnost pouzivani

» Synchronizace mezi zarizenimi
» Moznost sdilet

» Platformni podpora

WebAuthn.io
N evyh Ody: A demo of the WebAuthn specification

» Mensi duroven zabezpeceni nez HW
klice (pro uzivatele vSak vice nez
dostatecné!!)

PATRON IT s.r.0./ Jakych bylo poslednich 12 mésict v kybernetické bezpecnosti
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PassKeys

» Phishing resistant vuci cizim QR kédum

Chrome's passkey support summary

Operating systems Android macOS i0S/iPad0S Windows

v v v

Local user verification

1
Passkey sync v ® 1 v

Autofill v

Can sign in with a phone ®

v/ Supported, @: Planned, ® : No plans
1 syncs with iCloud Keychain 2: Requires Windows 11 22H2 3: Depends on Windows Hello

Zdroj: https://developers.google.com/identity/passkeys/supported-environments
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