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Home > Roles and administrators | All roles > Privileged Authentication Administrator

2 Privileged Authentication Administrator

All roles

#. Diagnose and solve problems
Manage
4h  Assignments

Description
Activity

Bulk operation results
Troubleshooting + Support

MNew support request

Role assignments X
| Assignments
MName Admintgents
Add assignments + Download assignments 'T_:' Refresh [ Manage in PIM R'_*' Got fe
Object Id 281cachc-454c-4fbe-8879-084d627e8236
ﬂ You can also assign built-in roles to groups now. Learn More = Principal type Group
h Principal tenant ID 2cbbe157-54be-48ca-b3f6-f15615210c441
| Ses‘gh by name
Type > Principal tenant T-Mobile Czech Republic as.
Al \
Principal tenant domain na...  TcloudCZ.onmicrosoft.com
Narle ame
AdminAgents Roles assigned License Administrator

Privileged Authentication Administrator

This is a priv

\:l AdminAgents

=. Assign the Privileged Authentication Administrator role to users who need to do the following:

* Set or reset any authentication method (including passwords) for any user, including Global Administrators.

* Delete or restore any users, including Global Administrators. For more information, see W

Helpdesk Administrator

Privileged Authentication Administrator
Directory Readers

Directory Writers

Privileged Role Administrator

Service Support Administrator

Global Reader

User Administrator

To see roles in your tenant that can be assigned by your partners, go to the Microsoft Admin
Center




Home > Roles and administrators | All roles > Privileged Authentication Administrator

ss Privileged Authentication Administrator | Assignments

All roles

‘ Add assignments * Download assignments 'T_:' Refresh [ Manage in PIM Q'j Gof fa

# Diagnose and solve problems
Manage

9 0 You can also assign built-in roles to groups now. Learn Mare o
&b Assignments

Description Sdarch
| Sha rch by name

Activity Typd >

| al\

Bulk operation results

ame
Troubleshooting + Support

D AdminAgents

New support request
AdminAgents

UserMame

Role assignments X

MName

Object Id

Principal type

Principal tenant ID

Admintgents

bdac17f-9i57-4bbe-abe2-4a3cadfad34e

Group

d71315ad-2421-4bba-a3a8-e12ebfazd7fe

Principal tenant

AT Computers a.s.

Principal tenant domain na...

Roles assigned

atcomputers.onmicrosoft.com

License Administrator

Helpdesk Administrator

Privileged Authentication Administrator
Directory Readers

Directary Writers

Privileged Role Administrator

Service Support Administrator

Global Reader

User Administrator

To see roles in your tenant that can be assigned by your partners, go to the Microsoft Admin
Center




Home > Roles and administrators | All roles » Global Administrator

All roles

#. Diagnose and solve problems

ss Global Administrator | Assignments

Add assignments

. AN -
' Download assignments () Refresh (' Manage in PIM

A\ You currently exceed the recommended number of Global administrator assignments, —

Manage

af  Assignments
Description

Activity

Bulk operation results

n You can also assign built-in roles to groups now. Learn More o

Troubleshooting + Support sdarch

n Your delegated admin partner(s) can use this role to manage your tenant. See your Delegated admin partner(s).

R'_"‘ Got fey

MNew support request

| 5‘?5':% by name

Typt

=

Name

GDAP - Managed Services
GDAF - Professional Services
GDAP - Service Accounts
GDAP - Solutions Instance

GDAP - Solutions Perpetual

OOoooos

PATROMN-IT

PRIV-Lighthouse

UseriMame

Role assignments

Name

Object Id

Principal type

Principal tenant ID

GDAP - Managed Services

b332a1bb-c680-400c-b217-6f408110808f

Group

4500134e-e2f4-4a34-b425-edb38b10f8a5

Principal tenant

TD SYMMEX Czech s.r.o.

Principal tenant domain na...

Roles assigned

To see roles in your tenant that can be assigned by your partners, go to the Mi

Center

tdcz.onmicrosoft.com

Security Administrator

ntune Administrator

License Administrator

Global Administrator
Helpdesk Administrator
Privileged Authentication Administrator
Directory Readers

Password Administrator
Billing Administrator

Service Support Administrator
Global Reader

User Administrator




Riziko pro zdkaznika i partnera

Kacelo se v nasem lese

Martin Haller

Zdroj: https://martinhaller.cz/bezpecnost/kacelo-se-v-nasem-lese/
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https://martinhaller.cz/bezpecnost/kacelo-se-v-nasem-lese/

K éemu potFebujeme ,,externi* spravu?

» Dodavame/odebirdme né&jakou sluzbu — napf. monitoring, technickou podporu,
Implementaci, konzultace ...

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365



Jak toho dosahnout: Nativni uzivatelé

Vyhodly:
» Primocaré
» Veskera funkcionalita

Nevyhody:

» (odbératel) Potreba licencovat kazdého uzivatele

» (dodavatel) Vétsi pocet UCtu pro kazdého zaméstnance

» (dodavatel) Pracnéjsi on/offborading zameéstnancu

» (dodavatel) HorSi user-experience pfi praci pro vice odbératelu

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365



Jak toho dosihnout: Uéty hosta

Vyhodly:

» Primocaré

» (odbératel) Nejsou treba dalsi licence

» (dodavatel) Jeden ucet na technika, podpora MFA a ,Compliant device”

Nevyhody:
» (dodavatel) Pracnéjsi on/offborading zaméstnancu
» (dodavatel) Horsi user-experience pri prepinani mezi odbérateli

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365



Jak toho dosahnout: GDAP

Vyhodly:
» (odbératel) Nejsou treba dalsi licence
» (dodavatel) Jeden ucet na technika, podpora MFA a ,Compliant device®

)
( )
» (dodavatel) Jednoduchy on/offboarding zaméstnancy
» (dodavatel) PohodIna prace nad vice zakazniky soucasné
( )

» (dodavatel) Moznost vyuzit Lighthouse

Nevyhody:
» (dodavatel) Neni k dispozici plna funkcionalita (podporované akce)

» (odbératel) Mensi kontrola nad tim kdo konkrétné ke mné pristupuje

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365


https://learn.microsoft.com/en-us/partner-center/gdap-supported-workloads

Granular Delegated Admin Privileges (GDAP)

» https://learn.microsoft.com/en-us/partner-center/gdap-introduction

» Nastupce DAPuU
» Dostupny Microsoft Partnerdm

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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https://learn.microsoft.com/en-us/partner-center/gdap-introduction

Granular Delegated Admin Privileges (GDAP)

€« > C G Zadejte dotaz pro vyhledavac Google nebo adresu URL Ph

[ ey

5B Customers | Partne... 5 Zakaznici | Partners... |, & Customers | Partne...
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GDAP-Introduction.mp4

Microsoft 365 Lighthouse

» https://learn.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-
overview

» Dostupny Microsoft CSP Partnerum

11 devices need antivirus 7 users flagged for risk

protection
Tenant Users flagged for risk

locked across all
d te

D:
I
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https://learn.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-overview
https://learn.microsoft.com/en-us/microsoft-365/lighthouse/m365-lighthouse-overview

GDAP
bezpecné
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Jaka jsou rizika

Kaseya: Roughly 1,500 businesses hit by REvil ransomware attack

Of roug

Microsoft Security

/ Threat intelligence

;‘_T

Zdroj: https://www.bleepingcomputer.com/news/security/kaseya-roughly-1-500-businesses-hit-by-
revil-ransomware-attack/

Research tools, - 13 min read

NOBELIUM targeting delegated

administrative privileges to facilitate
broader attacks

By MicrasoR T "

Cyberattack on IT provider CTS impacts dozens of UK law firms =

berattack on CTS, a leading managed service der 5P) for law firms and other

cting numerous firms

October 25, 2021

The Microsoft Threat Intelligence Center (MSTIC) has it
f associated with the threat actor tracked as NOBELIUM, attempting to gain

Zdroj: https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-
delegated-administrative-privileges-to-facilitate-broader-attacks/

Zdroj: https://www.bleepingcomputer.com/news/security/cyberattack-on-it-provider-cts-impacts-

dozens-of-uk-law-firms/
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https://www.bleepingcomputer.com/news/security/cyberattack-on-it-provider-cts-impacts-dozens-of-uk-law-firms/
https://www.bleepingcomputer.com/news/security/cyberattack-on-it-provider-cts-impacts-dozens-of-uk-law-firms/
https://www.bleepingcomputer.com/news/security/kaseya-roughly-1-500-businesses-hit-by-revil-ransomware-attack/
https://www.bleepingcomputer.com/news/security/kaseya-roughly-1-500-businesses-hit-by-revil-ransomware-attack/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/

GDAP Bezpecné

1. Potfebuji vibec ziskat/delegovat opravnéni?

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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GDAP Bezpecné

1. Potfebuji vibec ziskat/delegovat opravnéni?
2. Jakd jsou nejmensi mozna opravneni (Principle of Least Privilege)

Learn / Microsoft Entra / Microsoft Entra ID / Role-based access control / @ &

Least privileged roles by task in Microsoft
Entra ID

Article = 03/28/2024 - 28 contributors &) Feedback

In this article

Application proxy
External Identities/B2C
Company branding

Connect

Show 28 more

In this article, you can find the information needed to restrict a user's administrator permissions by assigning least
privileged roles in Microsoft Entra ID. You will find tasks organized by feature area and the least privileged role required

to perform each task, along with additional non-Global Administrator roles that can perform the task.

You can further restrict permissions by assigning roles at smaller scopes or by creating your own custom roles. For more
information, see Assign Microsoft Entra roles at different scopes or Create and assign a custom role in Microsoft Entra
ID.

Zdroj: https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/delegate-by-task

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365

©


https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/delegate-by-task

GDAP Bezpecné

1. Potfebuji vibec ziskat/delegovat opravnéni?
2. Jaka jsou nejmensi mozna opravneni (Principle of Least Privilege)
3. Udeélit nejmensimu mnozZstvi uzivatell (zédkaznik doufd, partner vi)

PATRON-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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GDAP Bezpecné

1. Potfebuji vibec ziskat/delegovat opravnéni?

2. Jakd jsou nejmensi mozna opravneni (Principle of Least Privilege)
3. Udélit nejmensimu mnozstvi uzivateld (zadkaznik doufd, partner vi)
4. Nepridélovat privilegia béznému uzivatelskému uctu

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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GDAP Bezpecné

1. Potfebuji vibec ziskat/delegovat opravnéni?
2. Jakd jsou nejmensi mozna opravneni (Principle of Least Privilege)

3. Udélit nejmensimu mnozstvi uzivateld (zadkaznik doufd, partner vi)
4. Nepridélovat privilegia béznému uzivatelskému uctu
5. Limitovat privilegované ucty skrze CA (MFA, auth strength, compliant device,

company device, |P address, working hours)

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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Auditovani opravnéni

v Nova karta X =+

X @® admin.microsoft.com

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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GDAP-Audit.mp4

To be continued ... ?

A Azure Subscription_CSP TechData | Access control (IAM) *

Subscription

|, Search

Cverview
Activity log
. Access control (IAM)
¥ Tags
Diagnose and solve problems
Security
Events
Cost Management
Cost analysis
Cost alerts
) Budgets
Advisor recommendations
Billing

B -eilling profile invoices

| «

Number of role assignments for this subscription O

- - A
Add ~  + Download role assignments Edit columns ) Refresh Q'j Feadback

Check access  Role assignments  Roles  Deny assignments Classic administrators | RETIREMENT DATE: 8/31/2024 |

Privileged ©

g 4000

All Job function (3) Privileged (3)

Type : All Role @ All Scope : All scopes

6 items (2 Users, 1 Foreign Principals, 3 Unknown)

MName

~ Qwner (2)

roup by : Role

Foreign Principal for "Tech Data Czech Republic’ in Role 'Ter‘ar‘t,ﬂ.clmhs'_

Fareign principal

I

PATRONE-IT s.r.0./Jak na delegovanou spravu Office/Microsoft 365
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